Exam Notes - Domain
1 Cloud Concepts
(24%)

AWS Certified Cloud Practitioner
(CLF-C02)

Domain 1: Cloud Concepts
(24%)

1.1 Define the benefits of the
AWS Cloud

1.3 Define the AWS Cloud and
its value proposition

1.4 Understand the AWS shared

responsibility model

1.5 Define the AWS Cloud value

framework

1.6 Explain the principles of
cloud design

Summary Flashcards:

This CLF-C02 exam guide includes weightings,
content domains, and task statements for the
exam. Refer to Appendix B for a comparison of
the previous version (CLF-CO01) and current
version (CLF-C02) of the exam.

This guide does not provide a comprehensive
list of the content on the exam. However,

" additional context for each task statement is
available to help you prepare for the exam.

The exam has the following content domains
and weightings:

This domain assesses your understanding of
fundamental cloud computing concepts, their
value proposition, cloud design principles, and
the benefits of AWS Cloud.

Key Benefits:

— Cloud Deployment Models:

— Cloud Service Models:

Il Core Value Propositions of AWS:

~— ( Responsibility Breakdown:

“— Examples:

AWS uses the Cloud Value Framework to define

(— measurable business outcomes.

\— _/ 4 Value Dimensions:

_* Key Cloud Design Principles:

Term
Elasticity
Shared Responsibility
Public Cloud
laaS

Cloud Value Framework

Domain 1: Cloud Concepts (24% of scored

(— content)

Domain 2: Security and Compliance (30% of

" scored content)

Domain 3: Cloud Technology and Services
(34% of scored content)

(__ Domain 4: Billing, Pricing, and Support (12% of

scored content)

Benefit
Agility
Elasticity
Cost Savings (Pay-as-you-go)
Global Reach
Reliability
Security

Innovation

Model
Public Cloud
Private Cloud

Hybrid Cloud

Model

laaS (Infrastructure as a Service)
PaaS (Platform as a Service)

SaaS (Software as a Service)

Flexibility: Use any OS, language, database, or

" platform.

Scalability and Elasticity: Scale automatically

" with Auto Scaling and Elastic Load Balancing.

Security and Compliance: Data centers

1 compliant with SOC, PCI-DSS, ISO standards.

__ Broad Set of Services: 200+ fully featured

services.

Global Infrastructure: Choose Regions and

\— Availability Zones that meet data residency

needs.

Responsibility
Security of the Cloud

Security in the Cloud

AWS: Hardware, software, networking, facilities.

Customer: IAM policies, encryption, patching,
data classification.

Cost Savings — Reduced capital expenses and

(" operational costs.

Staff Productivity — Fewer hours needed for

" provisioning or troubleshooting.

___ Operational Resilience — Less downtime, faster

recovery.

\__ Business Agility — Faster time-to-market, ability

to experiment.

Principle
Design for Failure
Implement Elasticity
Loose Coupling
Disposable Resources
Automate Everything
Think Parallel
Secure at Every Layer

Infrastructure as Code

Definition
Ability to scale resources up/down dynamically.

AWS secures infrastructure, customer secures
configurations/data.

Services offered over the public internet.

Provides virtualized computing resources over
the internet.

AWS's model for demonstrating business
outcomes.

Description

Quickly develop, test, and launch
applications. Deploy globally in minutes.

Automatically scale resources up/down based
on demand. No need to overprovision.

Pay only for what you use. No upfront costs or
long-term commitments.

AWS offers 30+ Regions and 100+
Availability Zones worldwide.

High availability and fault-tolerance with multi-
AZ architecture.

Built-in security with compliance
certifications, encryption, and access controls.

Access to latest technologies: Al/ML, loT, data
lakes, and more.

Description

Resources are owned and operated by a third-
party provider (e.g., AWS).

Resources used exclusively by one organization.

Can be on-prem or hosted.

Combination of public and private cloud
environments.

Description

Provides virtual servers, storage, networking.
You manage OS and apps.

Focuses on app deployment. Provider manages
OS and infrastructure.

Full applications managed by provider. You use
them.

AWS

AWS manages physical infrastructure,
global network, data centers.

X

Description

Build systems assuming components will
fail. Use multi-AZ or multi-region
deployments.

Use Auto Scaling to match resources to
demand.

Services should be independent (use
Amazon SQS, SNS).

Use infrastructure as code (CloudFormation) to
create ephemeral resources.

Use Lambda, CodePipeline, CloudWatch for
automation.

Leverage multi-threading and parallel
processing.

Apply defense-in-depth security model.

Use tools like AWS CloudFormation or CDK for
repeatable deployments.

Use Case
Web apps, dev/test environments
Government, regulated sectors

Gradual migration to cloud

Example
EC2, Amazon VPC
AWS Elastic Beanstalk

Amazon Chime, AWS WorkDocs

Customer

X

Customer manages their own data, user
access, applications, and configurations.



