Unit Tests: Validate logic (CodeBuild phase) —,

Integration Tests: Run against deployed service L
or DB

Security Scans: Scan packages (e.g, using

CodeGuru, SonarQube) Y Automatically deploy an application only after
— Test Automation in CIJ/CD —, it passes security scans: Use CodePipeline with
" a test stage that CodeBuild +
Load Tests: Use tools like JMeter or Artillery — ?}ei?jr; dEElliﬂif.a Jol = S L]

Setzzﬁtﬁi’:nalﬁﬁ: Frisie Eulo ST Deploy a Lambda version with a 103 traffic

— test: Use CodeDeploy canary deployment with
Lambda alias traffic shifting.

Add testing stages after build and pre-deploy »

in CodePipeline.
In eripetine Detect manually changed infrastructure: Use

CloudFormation drift detection.

~— Sample DOP-C02 Scenarios (Domain 1)
CodeGuru Reviewer: Detects security and code

quality issues in pull requests )
. Roll back a failed deployment to ECS: Use
CodeDepl ith bl + aut llback.
CodeBuild Reports: Integrates test results, code L POy w vttt s
coverage
. ~ AWS Tools for Quality — Deploy 1aC across accounts: Use
. . “ CloudFormation StackSets with org-level
Inspector [ Macie: Detect vulnerabilities in permissions
deployment artifacts i
i . ~ Source control: CodeCommit
CloudWatch Logs/Insights: Real-time log |
analysis post-deployment Build/test oBuild
L = Cﬂd
.~ CI/CD orchestration: CodePipeline
All-at-once: Fast, no rollback -
support — Deployment: CodeDeploy, SAM, Beanstalk
Rolling: Replace instances in batches —
~— Domain 1 Summary Cheat Sheet —— |aC: CloudFormation, CDK, Terraform
Canary: Deploy to subset, monitor, then full L . - . - .
rollout ~— Testing: Unit, integration, security in CodeBuild
El;;ff{z?ﬁ;n E{:EE new environment, switch | Deployment Strategies —, “— Versioning: CodeArtifact
— Rollback: CodeDeploy hooks, CFN auto
Traffic shifting: Gradual rollout w rollback
(Lambda/ALE with weights) “— Multi-account deploy: StackSets
Use CodeDeploy with AppSpecyml and hooks ) 14 Automate Deployment ~— CI/CD on AWS Whitepaper

(Beforelnstall, Afterinstall, etc)

Strategies and Rollbacks

— AWS CodePipeline User Guide
CloudFormation auto-rollback on failure —,

~— Recommended AWS Reading =—— AWS DevOps Blog
CodeDeploy supports rollback hooks —,

— CloudFormation Best Practices

Fipeline stage retries and alerts via

—== H I
SNS/EventBridge Rollback Mechanisms

“— CodeArtifact Overview

Always test rollback paths during staging
deployments.

Design and implement automated software
development lifecycle (SDLC) processes

Core cmmtm including CIf/CD pipelines, version control,

SDLC

iriuppcﬂ: Standard Git commands — AUt om a ti on D om a i n -I mﬁéiﬁf automation, and testing using
Encryption: At rest (KMS), in transit (HTTPS) —| SD LC Aut Om ati 0 n @
;L?ggﬁﬂl;‘“bda S, or CodeRipeline — (22 % Of SCG FEd CodeCommit: Git-based repository
1&M: Fine-grained access to branches/repos —— CodeCommit Essentials — Content) CodeBuitd: Buitd and test automation
5;': kﬁf F;:;EEE: integrated review and merge ff;nciggspécgs Automate deployments to EC2,

Supports both SS5H and HTTPS, and integrates | CodePipeline: CI/CD orchestration
natively with IAM roles. 15 Integrate Version Control and

Artifact Management Core AWS Services for CIfCD CodeArtifact: Artifact/package repository

Package formats: npm, Maven, PyPl, NuGet —
CloudFormation / CDK / SAM: Infrastructure as

Upstream repos: Pull from public repos Code tools
like npmijs )
EventBridge: Event-driven pipeline triggers
Access control: lAM or repository policies —— CodeArtifact Overview —
Elastic Beanstalk: Paa5 with integrated
Retention policies: Control storage and cost of deployment lifecycle
old artifacts

Source: CodeCommit, GitHub, 53

Use in CI/CD to store versioned packages,
manage license/security risk. [~ Build: CodeBuild, Jenkins, Maven, Gradle

Test: Unit/integration tests in CodeBuild or 3rd

party

CloudFormation: YAML/JSON, Declarative, _ 1.1 Design, Implement, and Manage

AWS-native Continuous Integration and CI/CD Pipeline Deploy: CodeDeploy, CloudFormation, SAM,

Contin |)diver_v {:If(:ﬂ Beanstalk, ECS

CDK: TypeScript, Python, Java, Imperative: e ( ) Components

compiles to CFN ) S}'Stﬂ'l'ﬁ
Approval: Manual approval action in
CodePipeline

SAM: YAML, Focused on serverless apps —— [aC Tools on AWS —,
i Notification: SNS, EventBridge, ChatOps
Terraform: HCL, 3rd-party, supports multiple _ integration (e.g, Slack)
providers
i Use parallel actions in CodePipeline to speed
Use StackSets for deploying templates across _ up multi-region or multi-stage builds.
multiple AWS accounts or regions.
Artifacts: OQutput from one stage, input to next
Stacks: Collection of AWS resources managed
bl Manual approvals: Insert gate before production
Nested Stacks: Modular templates — Event triggers: Code commit, tag, or
Change Sets: Preview impact of updates —— CloudFormation Key Concepts — g

Infrastructure as Code (laC)

Custom actions: Invoke Lambda or external

Stack Policies: Restrict resource updates (eg, _ integration

don't replace DB)

Ensure each stage is idempotent, and include
rollback strategies.

Drift Detection: Alert when manual changes _J
occur outside 1aC

Include 1aC validation as part of build stage —

Use cfn-lint, cfn-nag or CDK synth/test —

Deploy using: —

aws cloudformation deploy (CLI) —— Automating laC in Pipelines —
sam deploy =

cdk deploy —1

Rollbacks triggered automatically if failure
occurs

-



